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,QWKHSURSRVHG1)&FDUGHPXODWLRQ1)&$QGURLGVPDUWSKRQHDFWVDVNH\PDQDJHUNH\JHQHUDWRUDQG1)&FDUG
HPXODWRU ZLWKRXW DVVLVWDQFH IURP WKH FRPSXWHU WR JHQHUDWH WKH SDVVFRGH IRU VPDUWSKRQH WR DFFHVV )LJXUH D
LOOXVWUDWHVDQ1)&VPDUWSKRQHDSSOLFDWLRQWKDWFDQJHQHUDWHWKHSDVVFRGHZLWKRXWFRPSXWHURUVHUYHU




UHPHPEHU WKRVH SDVVFRGH$OO WKH SDVVFRGHV RI HDFK  GLJLWV DFFHVV FRQWURO V\VWHP DUH VDYHG DQG VRUWHG LQ WKH




LQRUGHU WR WU\ WRDFFHVV WKHPHFKDQLVP WKLVPXOWLSDVVFRGHZLOOSUHYHQW WKHV\VWHPIURPXQDXWKRUL]HGDFFHVVE\
YHULI\LQJZKHWKHULWLVFRUUHFW
3.3. Host-based card emulation 
+&(LVWKHPDLQWDUJHWRIWKLVSXUSRVH,WFDQHPXODWHLWVHOIDV1)&FDUGZLWKRXWH[LVWHQFHRIDVHFXUHHOHPHQW
6(&DUGHPXODWLRQUHO\LQJRQDVHFXUHHOHPHQWFDXVHVGLIILFXOWLHVWRGHYHORSHUVLQQHJRWLDWLQJZLWKVHUYLFHSURYLGHU





3.4. Key protection 
$NH\LVJHQHUDWHGLQWKHSKRQHE\XVLQJHQFU\SWLRQFODVVRI$(67KHGDWDZLOOEHHQFU\SWHGRQFHZLWKWKH
VDPHV\VWHP¶VSXEOLFNH\DIWHUXVHUVPRGLI\DQ\SDVVFRGHVLQNH\PDQDJHPHQWLQRUGHUWRDJDLQVWPDQLQWKHPLGGOH



















HQFU\SWLRQ LV LPSRUWDQW WR DJDLQVW PDQLQPLGGOHDWWDFN  'LPLQLVKLQJ WKH SK\VLFDO NH\V RU FDUGV WR SUHYHQW
IRUJHWIXOQHVVDQGORVVDGGLWLRQRIGLJLWVDFFHVVFRQWUROV\VWHPDQG1)&V\VWHPJHWEHWWHUWRSURWHFWWKHSDVVFRGH
DQGLQJUDQWLQJVRPHRQHDFFHVVZLWKRXWWHOOLQJWKHSDVVFRGH
7KHFXUUHQWZRUNLVQRWVXIILFLHQWLQWKHIXWXUHZHZLOOILQGDEHWWHUVROXWLRQWRLQFUHDVH1)&DSSOLFDWLRQVHFXULW\
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